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Abstract

Themain objective of this paperis to demonstratén the context of a simpleTCP/IP-
basedetworkthatdependingon theunderlyingassumptiongabouttheinherentatureof
thevariability of networktraffic, very differentconclusioncanbederivedfor anumberof
well-studiedandapparentlywell-understoogroblemsin the areasof traffic engineering
andmanagementFor example,by eitherfully ignoring or explicitly accountingfor the
empiricallyobseredvariability of networktraffic atthe sourcelevel, we provide detailed
ns-2basedsimulationresultsfor two commonly-usedraffic workloadscenarioghatcan
giveriseto fundamentalhydifferentbuffer dynamicsn IP routers.We alsodiscussa setof
ns-2simulationexperimentgo illustratethatthe queueingdynamicswithin IP routerscan
be qualitatively very differentdependingon whetherthe obsenred variability of measured
networktraffic over smalltime scaleds assumedo bein partendogenous nature(i.e.,
dueto TCP’sfeedbacklow controlmechanismwhichis “closedloop”) or is exogenously
determinedresultingin an“openloop” characterizatiowf networktraffic arriving atthe
routers.

1 Intr oduction

Traffic characterizatioandmodelingaregenerallyviewed asimportantfirst stepstowardun-
derstandingand solving network performance-relatedroblems. At the sametime, thereis
little disagreementhatthe resultingunderstandingf andsolutionsto networkperformance
problemsare only as goodand completeasthe underlyingassumption®n the usageof the
networkandthe natureof thetraffic thatit carries. The maingoalof this paperis to highlight
with atoy exampleof a TCP/IP networkthe extent to which assumptionsinderlyingthe na-
ture of networktraffic caninfluencepracticalengineeringlecisions.More specifically using
thens-2networksimulator[1], we illustratehow by eitherimplicitly accountingor or explic-
itly ignoring the empirically obsered variability of networktraffic over large andsmalltime
scalesarangeof differentandattimesopposingconclusionganbedravn abouttheinferred
buffer dynamicgor IP routers.While therearemary known causedor the obseredvariabil-
ity in measured CP traffic (e.g.,see€[4]), in this paperwe focuson justtwo of them. Onthe
onehand,we considera known causeor variability of the packetrateprocessover largetime
scalesthatis, high variability at the connectiorevel resultingin self-similarscaling. On the
otherhand,we investigatea suspectedausdor variability of therateprocesover smalltime
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scales;thatis, the dynamicsor actionsof TCP resultingin comple scalingbehaior of the
traffic over smalltime scalethatis consistentvith multifractalscaling[5].

As far aslarge time scalevariability is concernedthe extremecaseof no variability can
be achieved by requiring at the applicationlayer that eachactive sourcehasto transferan
essentiallyinfinite file for the durationof the entire simulation. This infinite souce model
lacksthe naturalvariability that hasbeenobsened in measurediataat the applicationlevel
and,in turn, lacksary non-trivial large time scalevariability in the correspondingateprocess
[11, 3, 6]. In contrast,large time scalevariability thatis consistenwith self-similarscaling
over thosetime scalesandhasbecomea trademarkof measuredraffic rate processesanbe
achievedin aparsimoniousnanneiby explicitly accountingor anadequatéevel of variability
atthe applicationlayer[15, 14]. In fact, by replacingthe infinite sourcemodelby a SURGE-
like workloadgeneratof2], thatis, by changinganinfinite file transferinto anapplicationthat
imitatesa typical Web sessionwith appropriatelychoserheary-tailed distributionsto match
the obsered variability of variousWeb-relatedtemssuchassessiorlengthandsize, size of
requestedNVeb pages) we obtaina Web-usersource modelthat automaticallygenerateshe
desiredlargetime scalevariability in the aggr@aterate process.Theseworkloadmodelsare
describedn moredetailsin Section2.

Subsequentlyn afirst setof ns-2simulationexperimentsye demonstraten Section3 how
thetwo sourcemodelsleadto two qualitatvely very differentqueueingdynamicsan theroutetr
While the queueingoehaior with theinfinite sourcemodelsis completelydominatedy syn-
chronizatioreffects,theseeffectsessentiallydisappeawhenthesourcesaareWebusers.Using
the terminologyoriginally dueto V. Jacobsonye illustrate how the presencef mary short-
lived TCP connection®r “mice” — a salientfeatureof our Webworkloadmodel—- completely
changeghe buffer dynamicsthathasbeennotedin the pastwhenthe networkloadis entirely
dueto thelong-lived TCP connection®r “elephants’of theinfinite sourcemodel. For earlier
studieson TCP dynamicsassumingnfinite sourcemodels seefor example[9, 12,16,17)).

In a secondsetof ns-2 simulationexperimentswe focusin Section4 on the smalltime
scalevariability of the packetrateprocessandits likely causethatis, thefeedbacklow con-
trol mechanisnthatis partof the TCP/IPprotocolsuite[5, 4]. In particular we summarizehe
resultsof our studieson how the networkthroughthe TCP end-to-enctongestiorcontrol al-
gorithmshapegwith somedelay)the packetflow emittedfrom thedifferentsourceswhichin
turn altersthe rateprocesghatarrivesatthe IP routerfor buffering (whichin turnimpactsthe
level of congestiongtc.). Theresultsare obtainedby performinga numberof relatedclosed
loop andopenloop simulationsandcomparinghemon thebasisof somecommonly-useger
formancecriteria. Here,by “closedloop” we meana ns-2simulationwith a fixed networking
configuration,including buffer sizein the router(s),link bandwidthsdelays,etc.,andwhere
all hostsuseTCRP In contrast,‘openloop” meanswe collecta packettracefrom a particular
ns-2simulationrun (or alternatvely, from a link within the Internet)anduseit to performa
trace-drven simulationof a queueingsystemthat represent®ur IP router Note that trace-
drivensimulationscannotaccountor thecapabilitiesof the networkto shapeandthusalterthe
offeredtraffic to thequeue.

We concludein Section5 by commentingon a numberof admittedlyunrealisticassump-
tionsregardingour simulationconfiguration.However, despitetheseover-simplificationsand
a numberof othershortcoming®f our studies,we believe that the findings reportedin this
paperwill increasethe overall avarenesshatit is in generaleasyto drav conclusiondased
on infinite sourcemodelsand/oropenloop systemsandtheir performancebut thatthe real
challengedie in corvincingly demonstratinghattheseconclusioneitherstill hold or become
invalid for realisticallyloadednetworksand/orthecorrespondinglosedoop systemsandtheir
performance.
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Figurel: Networkconfiguration

2 The Simulation Setup

In this section,we give a descriptionof the networkingconfigurationusedthroughoutthis

paperandspellout the detailsof our workloadmodels.In addition,we discusghe simulation
engineusedfor our studiesandreview someT CP-specifideatureghatarenecessaryo present
anddiscusghefindingsof our simulationexperiments.

2.1 A simplenetworking configuration

All of the simulationexperimentsreportedn this paperinvolve the simplenetworktopology
depictedin Figurel. Ourtoy networkconsistsof a singlesener (nodel), a setof low-speed
clients(nodess — 405), anda numberof links. Theclientsareconnectedo the networkvia

40 — 100 Kbpslinks, thesener hasa 100 Mbps connectiorto the network,andtwo additional
links (A, B) comprisethe restof the network. Link A is usedto limit the capacityof the
networkto avaluebetweenl .5 Mbpsand3 Mbpsandrepresentdn fact, the bottlenecHink in

oursimulationsetup.Thelink B bandwidthis setat 100 Mbps,andwe usethislink to obsere
the dynamicsof the traffic beforeit traversesthe bottlenecklink A. To gaugethe impact
of the buffer sizein the router we vary the numberof buffer spacesavailablefor buffering
packet$ in node3 for link A; dependingon the particularexperiment,this numbercanvary
arywherefrom 10 to 1000. Note that this network configurationallows for no variability
asfar as delays,round-trip times and crosstraffic are concerned.While all of thesethree
aspect®f realisticnetworktraffic areknown to be crucialfor matchingthevariability inherent
in measurednternettraffic [4], our focusin this paperis on an extreme caseof networking
homogeneitywherethereis a single bottleneckthroughwhich all the traffic hasto go and
whereall packetsxperienceoneandthe samedelayin the network,namely1.4 secondgto

comparewe alsoexperimentwith a link delayof 0.14 seconds).We chosethis admittedly
unrealisticnetworkconfigurationrbecauseve wantedto illustrateour findingsin a settingthat
hasbeenusedin a numberof previousstudiesof thedynamicsof TCP(e.g.,[12, 16, 17]).

2.2 Two differ entworkload models

In contrasto ourhomogeneousetworkconfigurationpurworkloadmodelsfor theclientsare
heterogeneouis natureandallow for a spectrumof variability at the userlevel. Onthe one
sideof thespectrumye dealwith the caseof nouserlevel variability by considering0 infinite
sourcesthatalwayshave datato transferfor thedurationof theentiresimulation(thatis, 4200

INs-2allocatesbuffer spacein termsof numberof packetsandnot numberof bytes.



Name | number |[| inter-page| objects/pagg interobject| objectsize |
INFINITE SOURCE | Constant|| Constant | Constant — Constant
50 1 1 1000000
WEB SOURCE Constant|| Pareto Pareto Pareto Pareto
350 mean50 meand mean0.5 meanl2
shape? shapel.2 shapel.5 shapel.2

Table1: Summaryof therelevantdistributions(with parametewalues)for the two workload
usedin our simulationexperiments.

seconds).To eliminateary transienteffects,the sourcesstarttheir transfersat randomtimes
— pickedaccordingto a uniform distribution — during the first 600 secondf the simulation,
andwhenanalyzingthe outputof our simulationswe focuson the remaining3600 second®f
eachsimulationrunwhenall 50 sourceareknown to beactive.

To cover the otherside of the spectrumwe rely on a Web workload modelconsideredn
[4] thatis very similar to SURGE developedat BostonUniversity [2]. The mainideabehind
theseWNebworkloadmodelsis thatduringa Web sessiona usertypically requestseveral Web
pageswhereeachWeb pagemay containseseralWeb objects(e.g. ] pg imagesor au files).
To parsimoniouslycapturethe obsened variability within the differentlayer of this natural
hierarchicalstructureof a typical Web sessione.g.,see[3, 6, 2]), we considercertaintypes
of probability distribution functionsfor the following sessiorattributes: numberof pagesper
sessionjnter-pagetime, numberof objectsper page,inter-objecttime, and objectsize (in
KB). The specificsof thesedistributions, including the correspondingparametewralues,are
givenin Tablel. Notethatthe empiricallyobseredhighvariability associateavith theséNeb
Sessiorattributesis naturallycapturedvia Pareto-typedistributionswith appropriatelychosen
parametevalues.

In practice aWebsessiowill requestsetof pagegusually300) in thefollowingmanne?
After the completionof the downloadof all objectsin the lastpage,it will wait for arandom
amountof time (sampledrom theinter-pagetime distribution) beforerequestinghedownload
of the next Web page. At the startof the next Web pagedownload,the client determineghe
sener, which in our setupis alwaysnodel. In addition,the client chooseghe numberof
objectsin the next Web pageby picking a randomnumberaccordingto the objects-peipage
distribution. For eachobject,theclientdetermineshe sizeof the object(by samplingfrom the
objectsizedistribution) andthensendsarequesto thesenerto downloadtheobject. Thetime
betweertherequestor two differentobjectswithin aWebpages choseraccordingo theinter-
object-timedistribution. Onceall objectsof a Web pagehave beendownloadedthe process
repeatstself, i.e., afterawaiting time (sampledrom the the inter-page-timadistribution), the
next Webpageis downloadedetc.

In our simulationswe alwaysuseatleast300 Web sessionsall of which startatarandom
pointin time within thefirst 600 secondf eachsimulationrun. Also notethatthe infinite
sourcemodelcanbeviewedasa specialcaseof our Webworkloadmodel,wherethe number
of pageyerclientis 1, thenumberof objectsperpageis 1, andthe objectsizeis setto avery
large value (e.g.,1000000) to ensurethatthe client doesnot run out of datato sendfor the
durationof the simulation.In this senseTable 1 providesa completespecificatiorof the two
workloadmodelsusedin our experimentselow.

’Notethatin atypical HTTP 1.0 transactiona Web client sendsa requesto the Web sener for a Webobject
afterestablishinga TCP connectionThe Web sener respondsvith areply heademandthencontinuego sendthe
data. To circumwentsomelimitationsin the original ns-2TCP connectiormodulewe emulatedhe exchangeof
theHTTP headeinformationwith two TCPconnections.



2.3 SomeTCP background

The simulationengineusedthroughouthis studyis ns-2 (Network Simulatorversion?2) [1].
This discreteevent simulatorprovides a rich library of modulessuchas UDP, differentfla-
vorsof TCR schedulingalgorithms routingmechanismandtracecollectionsupport.For the
purposef this paper we rely on the fact that ns-2 comeswith a thoroughly-checke@nd
well-studiedimplementatiorof TCP. To fully appreciatehis advantageof usingns-2for our
experimentsye first review thosefeaturesof TCPwhich areof particularinterestfor the pur-
poseof this study For amorecomprehense treatmenof TCP, seefor example[13].

TCPis oneof thepredominantransportayerprotocolsin thelnternet,providing aconnec-
tion-orientedreliable,bytestreanbetweera sourcegor senderpndadestinatior{or recever).
TCP providesreliability by splitting the datainto numberedsegments. To insurethat each
seggmentis transmitted-eliably, TCP— amongotherprecautions- maintainsa timer, RTO, for
thedifferentsggments.If no acknavledgmentor the segmentis receved by the sendeifrom
thereceverwithin thetimer periodRTO, TCP assumeshatthe sggmenthasbeenlostandre-
transmitgt. Anotherwayfor TCPto detectlossess baseduponduplicatedacknavledgments.
Sinceacknavledgmentsarecumulatve, andsinceevery segmentthatis receved out of order
(i.e., non-consecwe sggmentnumbers)riggersan acknaviedgment,TCP assumeshatfour
duplicatedacknavledgmentandicatethat a segmentwaslost. As before, TCP in this case
retransmita segmentif it detectsalost sgment.

Sinceeachend-systenhaslimited buffer spaceandthe network haslimited bandwidth,
TCP providesend-to-endlow controlusinga sliding window protocol. As far asthe buffer-
limited end-systemareconcernedthesendecomputes usablevindow whichindicateshow
much datathe recever buffer can handle. To dealwith the bandwidth-limitednetwork, the
sendemaintainsacongestiorwindow of sizeCWND. Thesendercantransmitup to themini-
mumof CWND andtheusablenvindow. At thestartof a TCPconnectiontheusablevindow is
initializedto the buffer sizeof therecever, andthe congestiorwindow is limited to oneor two
sggments.Eachreceved acknavledgmentunlesst is a duplicateacknavledgmentjs usedas
anindicationthat datahasbeentransmittedsuccessfullyandallows TCP to move the usable
window andto increasethe congestiorwindow. However, increasinghe congestiorwindow
dependsn the stateof the TCP connection.If the connections in slow start,it is increased
exponentially or moreprecisely by onesegmentfor every acknavledgmentlIf theconnection
is in congestioravoidanceijt is increasedinearly by the maximumof onesegmentperround-
trip time. TCP switchesfrom slow startto congestioravoidanceif the sizeof the congestion
window is equalto the valueof a variablecalledthe slow startthresholdor SSTHRESH for
short. If TCP detectsa packetloss(whichin todays Internetis interpretedcasanindicationof
congestion)eithervia timeoutor via duplicatedacknaviedgmentsSSTHRESHs setto half
of the minimum of CWND andthe usablewindow size. In addition, if the losswasdetected
via timeout,the congestiorwindow is setto onesegment.

3 Impact of variability at the application layer

In this sectionwe demonstratéow the TCP flow controlalgorithmcanleadto artifactsin the
router buffer dynamicsat node3, dependingon which of the two workloadmodelsare used
to generatehe networktraffic. To this end, we comparethe scenariowhere TCP only has
to handlelong-lived connectionor “elephants’with thatwhereit is facedwith a mixture of
“elephants”andshort-lved“mice”



3.1 Novariability and high synchronization

We first considerthe casewhere50 clients generatdraffic accordingto the infinite source
workload modeland shaw in the left plot of Figure2 sometypical featuresassociatedvith
having 50 long-lived TCP connectionr “elephants’responsibléfor all traffic seenon the
network. More specifically the left plot shaws (i) the traffic rate process(i.e., numberof
packetgpersecondhasit arrivesatthe queueatnode3s, to beforwardedthroughthe bottleneck
link A to thedifferentdestinationsand(ii) theinstantaneoubuffer occupang of the queueat
node3. We assumehatthe maximumbuffer occupang of the queueat node3 is 50 packets
andthat the queueingdiscipline is “drop-tail”, i.e., when&er an arriving packetseesa full
buffer, it is droppedby the router Eachpacketdrop is viewed by TCP asan indication of
networkcongestiorandresultsin a signalbackto the senderof the droppedpacketto slow
down its sendingrate, which in turn reducesthe overall packetrate processarriving at the
node3 queue.This feedbackdynamicis aninherentfeatureof TCP’s end-to-endlow control
mechanismandasfar asthe caseof “elephants”is concernedFigure 2 illustratesthe effect
of this dynamicon therate processandthe buffer occupang. Shortly afterthe queues filled
andpacketsaredropped,the rate processstopsincreasinganddropsafter sometime from a
maximumof around215 packetspersecondo about150 packetgper second.Sucha drastic
reductionin the rate processarriving at the queueallows the queueto completelydrain its
buffer. Uponexperiencinghodroppedoacketstheindividual TCPconnectionstartto increase
their sendingratesagain,whichin turnresultsin anincreaseof the overall packetrateprocess
(fromaboutl 50 to 215 or sopacketpersecondpsseerby thequeue As adirectresultof this
higherarrival rate,the buffer atthenode3 queuestartsto fill up again.Oncethe buffer is full,
anotheroundof packetdropswill causeheaffectedconnection$o againreducetheir sending
rates,andthe sameprocessasbeforerepeatstself. Theseargumentsexplain the predominant
periodicfluctuationsof the packetrate processandthe buffer occupang processdepictedin
theleft plot of Figure2, andtheresultsarefully consistentvith someof theoriginal studiesof
thedynamicsof TCPasdescribedfor example,in [12] [17].

To demonstratéhatthesepronouncedynchronizatioreffectsfor the packetateandbuffer
occupang processearenot anartifactof the extremelylarge delayvalueof 640 milliseconds
for link ', we shaw in theright plot of Figure2 theresultsfor of the samesimulationexperi-
ment,exceptthatthelink C' delayis now reducedo 40 milliseconds Notethatwe still obsere
pronouncegberiodicbehaior, but sincethefeedbacko theclientsis nov muchmoreimmedi-
ate,thequeuedoesnot have time to draincompletely the cycle lengthis significantlyshorter
the overall link utilization is larger, andthe rateprocesds someavhatlessvariable. Neverthe-
less,the agumentdor the obsened synchronizedehaior remainthe sameasbefore: mary
of the “elephants’experiencanultiple packetdropswithin a shortperiodof time andarethus
forcedinto into slow-start;from this pointon, they proceednoreor lessin lock-step.

3.2 High variability and no synchronization

To demonstrat@ow allowing for realisticvariability at the applicationlevel changeshe qual-
itative featuresof Figure 2, we replacetheinfinite sourcedy clientsthat generatdraffic ac-
cordingto our Webworkloadmodel.Intuitively, while retaininga few “elephants, thissource
modelensureshata significantportionof the TCP connectionsreshort-lived(i.e.,represent-
ing mary “mice”). Theresultsareshovnin Figure3, wherewe againdepictthepacketateand
buffer occupanyg processe$or the caseof a 640 milliseconds(left plot) and40 milliseconds
(right plot) link C' delay respecttely. In starkcontrasto the visually obvioussynchronization
effectsin the caseof theinfinite sourcestheinherentvariability of the TCP connectionsn the
caseof theWebsourcegesultsin acompletdack of arny synchronizatioreffects.
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The differencebetweenthe two workload scenarioss especiallystriking for the caseof
alink C delayof 640 milliseconds.While in the presencef mary “mice”, the buffer never
hasa chanceto completelydrain, it doesso on a regular basisfor the “elephants-only’case.
Also notethat while in the caseof the Web sourcesthe packetrate processarriving at the
node3 queuenever dropsbelow 190 or so,it dropsto about140 in the caseof infinite sources.
Togethey theseeffectsresultin a significantly higheroverall utilization whenthereexists a
propermixture of “mice” and“elephants. In the “elephants-only’case,evenif we wereto
increasethe numberof long-lived connectionspecauseof the presenceof synchronization
causedoy the interactionbetweenthis type of workloadand TCP feedbackthe overall link
utilizationwould notincreasesignificantly

3.3 Onwhy “mice” cangetrid of synchronization

In contrasto theinfinite sourcemodel,our Webworkloadmodel- via its built-in Pareto-type
distributionsfor the differentWeb sessiorattributes— guaranteethata significantamountof
TCP connectionsarevery smallandhenceshort-lved. However, TCP's feedback-basedon-
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Figure4: Effectof synchronizationFractionof connectionshatexperiencepacketiosses.

gestioncontrolmechanisnwasnotintendedfor dealingwith all these‘mice” but wasinstead
designedo work well in the presencef “elephants'thatgeneratehe overall networkload. In
fact, in the caseof the “mice;’ it is hardor even pointlessto rely on feedbackbecausdy the
time thefeedbacksignalreachesherelevantsource thatsourcetypically hasno moredatato
sent. Althoughin todays Internet,the “elephantsareresponsibléor a major portion of the
overallworkload(i.e., numberof bytes),the total numberof packetsdueto the“mice” gener
atessufficienttraffic to creatdossesatrandompointsin time. Thisfeatureandthefactthatthe
arrival patternsof the “mice” tendto be highly bursty (e.g.,seg[5]) suggesthatthe presence
of significantlymary “mice” makest nearlyimpossiblefor the “elephants’o synchronizé.

Oneway to gaugethe degreeor severity of synchronizatiormmongthe differentTCP con-
nectiondss to checkwhatpercentagef connectiongout of all connectionsgxperiences loss
of (atleast)onepacketduringatimeinterval of size A7'. Figure4 shavs thedensitieof these
fractionsfor our two differentworkloadsmodelsandfor differentvaluesof A7. Note that
for the infinite sourcemodel(left plot), asAT increasegrom 1 secondo 5 and10 seconds,
the densitiedbbecomemorecenterecaround60%, andwhenAT' is increasedven moreto 20
secondsthecorrespondinglensityfunctionshiftstoward100%,with ameanlargerthan90%.
Thus,the TCP statesof morethan50% of the connectiongan,in general be assumedo be
very similar. Moreover, giventhatthe buffer occupang processn Figure?2 (left plot) hasa
periodicity of about10 secondswe canconcludethat about60% of all connectiondose at
leastone packetwithin this periodandthat almostevery connectionlosesat leastone of its
packetswithin two suchperiods. Thus,even if a connectionmanagedo avoid droppinga
packetduringonecongestiorepochjt is almostcertainto experiencea packetdropduringthe
subsequentycle. In contrastfor the Web workloadmodel(right plot), the densityfunctions
correspondingo thedifferentAT valuesturn outto beessentiallydenticalto oneanothei(the
plot only shawvs the densitycorrespondingo A7 = 10), andthey areall sharplyconcentrated
around25%. To explain this difference notethat“mice” canstartwhenotherconnectionsre
reducingtheir sendingrates,andthey oftenfinish beforethey experienceary droppedpacket.
This alsoexplainswhy the fraction of connectionsxperiencingpacketdropsis significantly
smallerthanin theabsencef ary “mice.”

For anothemway to illustrate how the presencef mary “mice” manifestdtself in the ob-
sened TCP dynamics,we considerall connectionghat had (at least) one of their packets
droppedanddepictin Figure5 the percentage of thoseconnectionghatwerein slow-start

3Anotherknown causethatworksagainsthe presencef synchronizatioreffectsin realnetworktraffic is the
obsenedvariability in round-triptime [4], but this causds notaccountedor in our simulationsetup.
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at thetime of packetdrop (notethat1 — p givesthe percentag®f connectionsn congestion
avoidance);the left plot is for the infinite sourcemodel,the right plot shavs the sameinfor-
mationfor the Web sourcemodel? The differencesbetweerthe plotsareagaintelling. In the
presencef mary “mice” (right plot), mostof the connectionshathadary packetdroppedare
in slow-start,meaningthatthey areeithervery shortor experiencemultiple droppedpackets;
a closerlook (not shavn here)revealsthat both casesgenerallycontribute to this dominant
slow-starteffect. In ary case with mary of the connectiongoingthroughslow-start,thereby
increasingtheir bandwidthusagemuch more aggressiely thanthosethat arein congestion
avoidance the Web sourcegyenerallysucceedria the presencef the mary “mice” to claim
ary unusedandwidthandutilize the networkresourceefficiently. In contrastjn theabsence
of any “mice” (left plot), lots of the affectedconnectionsarein congestioravoidanceandin-
creasetheir bandwidthusagemore gradually Indeed,if we consider(not shavn here)the
size of the congestiorwindow whenlossesoccurfor the infinite sourcecase, it turnsout to
be significantlylargerthanwhenthe sourcegyeneratdraffic accordingto our Web workload
model.

As aresultof theseobsenations,it is reasonabléo expectthe dynamicsof packetdrops

4Thesepercentagearecalculatedor successie time intervalsof lengthtwo secondsignoringintervalswith-
outary droppedpackets Differentchoicesfor thelengthof thetime interval yieldsessentiallyidenticalplots.



to be qualitatively differentfor the two workload scenarios.To confirm this conjecturewe
considetin Figure6 (left plot) thedistribution of the numberof consecutiely droppedoacket
(for theaggreyatepacketstream)or theinfinite sourceandWeb sourcemodels.As expected,
the infinite sourcemodelresultsin a distribution thatimplies a lessbursty drop procesghan
for the Web sourcemodel. To explain, “elephants”aremorelikely to bein congestioravoid-

ancethanin slow-start, which meansthat they canonly sendone packetfor every receved
acknavledgment.In contrastwe have seenthatthe presencef mary “mice” resultsin mary

connectionsbeingin slow-start, which in turn increaseghe likelihood that more than one
packetof agivenflow canbedroppedwithin ashortperiodof time. In otherwords,while the
lossdynamicsinducedby TCP whenthereis no variability at the applicationlayer resultsin

smallburstsof consecutie packetdrops theseburstscanbesignificantlylargerwhenallowing

for application-layewariability in accordance&vith our Webworkloadmodel.

To summarizepur simulationexperimentshave demonstratethat the dynamicsof TCP
caninteractin intricate wayswith the dynamicsof the underlyingworkload modelfor the
sources.Staticworkloadssuchasinfinite sourcesallow for no variability at the sourcelevel
andaredestinedo synchronizeandto proceedn lock-stepthroughperiodsof no congestion
and periodsof congestion.However, as soonasthe workload modelaccountdor suficient
variability atthesourcelevel, the“elephants’areforcedto competewith mary “mice” for the
available networkresources.The resultingheterogeneityn TCP statess sufficientto break
up ary potentialsynchronizatioreffects and as a result, usesthe available resourcesmore
efficiently. In contrast,synchronizatiorgenerallyleadsto lower link utilization, lessbursty
lossesandmorehomogeneityn termsof TCP states.

4 On the impact of feedbackflow control

In the following, we briefly describesomeof the resultsof a secondsetof ns-2 simulation
experimentsthat wasintendedto demonstraténow the networkthroughthe TCP end-to-end
congestiorcontrolalgorithmshapegwith somedelay)the packetflow emittedfrom thediffer-
entsourceswhichin turnalterstherateprocesshatarrivesatthelP routerfor buffering (which
in turnimpactsthelevel of congestionetc.). To thisend,we performedanumberrelatedclosed
loop andopenloop simulationsandcomparedhemon the basisof somecommonly-usegber
formancecriteria. Here, by “closedloop” we meana ns-2 simulationwith a fixed simple
topology including buffer size in the router(s),link bandwidthsdelays,etc. andwhereall
hostsuseTCR In contrast,'openloop” meanswe collecta packettracefrom a particularns-2
simulationrun anduseit to performatrace-drvensimulationof a queueingsystenthatrepre-
sentsour IP router Notethatthe openloop natureof trace-drvensimulationscannotaccount
for the capabilitiesof the networkto shapeandthusalterthe offeredtraffic to the queuee.g.,
asaresultof changingcongestiorievelsin the networkthrough,say increasinghe buffer in
therouteror by meanf changinghe capacityof the bottlenecKink).

To illustrate,a commonlyusedmethodfor investigatingthe buffer dynamicsin a queue
with constantservicetime is to consideran actual packet-leel traffic trace, collectedfrom
somelink in, say the Internet,and useit asinput for a numberof openloop trace-drven
simulations.For example,by changingthe bandwidthof the outputlink of thequeue we can
changeheserviceor drainrateof thequeueand,asresult,studythepackelossprobabilityasa
functionof the (bottleneck)ink bandwidth.Theright plotin Figure6 shavstheresultsof (i) a
setof 5 openloop trace-drvensimulationgdmaximumbuffer sizeof 50; thetracewascollected
from ans-2simulationrun thatuseda maximumbuffer sizeof 50 anda bottlenecKink speed
of 1.5 Mbps), wherewe fixed the bottlenecklink capacity(i.e., link A) at 1.5,1.8,2.2,2.6
and 3 Mbps, respectrely (“<”); (ii) anothersetsetof 5 openloop trace-drven simulations
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Figure7: Openloop vs. closedloop, infinite sourcegleft) vs. Websourcegright): Lossprob-
ability vs. buffer size.

(maximumbuffer size of 50; the tracewas collectedfrom a ns-2 simulationrun that used
againa maximumbuffer size of 50 but had a bottlenecklink speedof 3 Mbps), wherewe
considerthe samesetof a bottlenecklink capacitied"+"); and(iii) a setof 5 closedloop
(i.e.,ns-2 simulationsall with amaximumbuffer sizeof 50, but with differentbottleneckink
capacitiesnamelyl.5,1.8,2.2, 2.6 and3 Mbps,respectrely (“ x”). Notethatwhile thecase(i)
simulationresultssignificantlyunderestimatéhe actuallosseqi.e., the case(iii) results)and
aregenerallyway too optimistic,the case(ii) simulationssignificantlyoverestimatehe actual
lossesandgivesriseto overly conserative performanceredictions.Both of theseeffectsare
dueto the TCP feedbackflow control mechanisnthatis explicitly ignoredin the openloop
trace-drvensimulations.To illustrate,if TCP noticesthatthereexists availablebandwidth,it
will in generalallow the individual connectiongo increasdheir sendingrates. On the other
hand,if TCP recevestoo mary indicationsof networkcongestion(via droppedpackets),t
hasmechanism# placethatensurehatthe offeredloadwill bereduced Similar results(not
shavn here)hold for performanceneasurestherthanlossprobability, or whenvarying, for
example themaximumbuffer sizeinsteadof the bottlenecKink capacity

Finally, we commenibn anothecommonly-use@pproachor inferring buffer dynamicsan
an Internet-likesettingfrom openloop trace-drvensimulationswherein addition,the work-
loadmodelcomesinto play. It is commonengineeringracticeto usethethe complementary
probability distribution of the buffer occupang in aninfinite buffer queueasanaccuratesub-
stitutefor the lossprobabilityin a finite buffer system.To checkthe validity of this practice
in our simple networkingsetting,we run a numberof identicalns-2simulations,exceptthat
we consideredlifferentmaximumbuffer occupancieatnode3, namelyl10, 20, 30, 50, 250 and
1000, andobtainedthe actuallossprobabilitiesasa function of the buffer size at the node3
gueue As ourinfinite buffer systemwe takethe simulationwith maximumbuffer sizeof 1000
andinfer from it thecomplementarprobability distribution functionthatthe buffer exceedsa
certainvaluez. Theresultsaredepictedn Figure7 (thesolid lines correspondo theinfinite
buffer approximationwhile the crossesndicatethe actualloss probabilities),wherethe left
plot is for theinfinite sourcecaseandthe plot to theright is basedon the Web sources.For
the infinite sourcesand a maximumbuffer size of 1000, the queuelength processresulting
from the ns-2 simulationrun (i.e., closedloop) turnsout to tightly fluctuatearound725. In
fact, the maximumbuffer capacityis never exceededresultingin nolossesandimplying that
in this scenariothe sourcesare bandwidthlimited on their accesdinks. In contrastthe ns-
2 simulationfor the 1000 buffer size casewith Web sourcesdoesoccasionallyfill the whole
buffer resultingin significantlossesof morethan5%. On the otherhand,notethattheinfinite



buffer approximationsreby definitionopenloopbasedandpredict,for example almosti 00%

packetlossesfor the 50 buffer case,eventhoughthe actualpacketlossesare belowv 15% for

Websourcesandbelow 3% for theinfinite sourcesOverall, Figure7 illustratesthattheinfinite

buffer approximationcanleadto extremelyconserative performancerediction,makingthis

openloop-base@pproacho inferring aspect®f aclosed-loopsystemessentiallyuselessThe
sameconclusionholdstrue if we considerother specification®f our networkingconfigura-
tion and canbe backedup by a carefulstudy of the connectionsTCP statesin the different
scenariogdetailsof suchastudywill bediscusseadn aforthcomingpaper).

5 Conclusion

Eventhoughthe networkingconfigurationconsideredn our simulationexperimentds admit-
tedly unrealisticandoversimplified,basedon our findings,a word of cautionis in placewhen
generalizingresultsobtainedin ervironmentswith infinite sourcesandopenloop systemgo
realnetworkssuchasthe Internet,wherea major partof thetraffic is generatedy Webusers
andusesTCP In fact, we have illustratedwith a few examplesthatsuchgeneralizationgan
leadto highly consenrative if not meaninglesperformancepredictions.While infinite source
modelsandopenloop toy examplescanprovide deepinsightinto andphysicalunderstanding
of the dynamicsof real networks,we believe that their credibility could be substantiallyen-
hancedby demonstratinghattheinsightandunderstandinghey provide (i) remainessentially
unchangedor (i) mayrequireappropriatenodificationspr (iii) arenolongerapplicablevhen
accountindor realisticvariability atthesourcdevel andwhentakingtheimpactof closedoop
feedbackcontrolsinto seriousconsideration.

Looking aheadjt will beinterestingto seewhetheror not someof the genericdifferences
obsered in our abstractsettingwill remainvalid for morerealistic network configurations.
Anotherlessobvious shortcomingof our experimentgresentedn this paperis thatwe com-
pletelyignorethe potentialof feedbackirom the networkall the way backto the application
layer; thatis, the congestiorstateof the networkmay have a directimpacton our Web-user
sourcemodelbecausé@ maydirectlyinfluencethe Web-bravsingbehaior of individualusers.
While thereexists mainly anecdotakvidencefor the presencef suchtypesof feedbackbe-
havior (e.g.,Internet*storms”[8]), we have seenlittle empiricalevidencefor the widespread
existenceof suchfeedbackin our analysisof a wide variety of Internettraffic measurements.
Neverthelessthe potentialpitfalls associateavith assumingan openloop characterizatiomat
the sourcelevel shouldbe keptin mind and may requirerevampingthe currentapproacho
sourcemodeling,dependingon how theInternetdevelopsin the nearfuture. Otheraspectsiot
consideredn our experimentalstudiesconcernreplacingthe drop-tail queueingdisciplinein
therouterby, say RED, for “randomearlydrop” [7]; incorporatingl CPfeaturessuchassack
(selectedack) or delayedacks[10]; anddealingwith the problemof two-way or crosstraffic
(e.q.,see[17, 4]). Partof our ongoingefforts to understandhe dynamicsof TCP traffic in a
realisticnetworkingsettingdealswith someof theseaspectandhow they impactour current
understandingandwill be publishedelsavhere.
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